Our LUT Technique

m Uses mullut a 128 kbyte LookUp Table

m Calculates output one byte/one word at atime instead
of first calculating partial products and then adding
them

m Two versions

e B-LUT: generates output one byte at atime
e F-LUT: generates output one word (32-bits) at atime
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The LookUp Table (LUT)

The algorithm precomputes the product of all polynomials up to
degree 7 with coefficients in GF(2).

Algorithm 3 Precomputation of LUT mullut for Lookup Table Based G F'(2™ )
Multiplication

Input: none
Output: mullut[256][256]
1: for i from 0 to 255 do

2: for § from O to 255 do

3: mo— i

4: mullut[i|[] — 0

b: for k from 0 to 7 do

6 if k-th bit of 7 is 1 then

T mullut[i][7] — mullut[i][7] & m
¥ end if

9: mo— <& 1

10: end for

11: end for

12: end for
13: output mullut[256][256]
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Multiplication using
mullut| 256] | 256}

A and B, are 8-bit values

8 x 8 multiplication

B()
Ay
AB,
C, C,
= A,B, & OxFF

(A,B, & 8) & OxFF

16 x 16 multiplication

B, B,
A Ay
AOBO
A B,
A B,
AB,
C, C, C, C,

C, = A,B, & OXFF
C, = (A,B,&8) &OXFF)®(A B,& OXFF)®(A B, & OXFF)

C, = ((A,B,18) &OXFF)®((A,B,18) & OXFF)®(A B,& OxFF)

C, = (A,B, 18) & OXFF
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32 x 32 multiplication using

mullut| 256] | 256]

A and B, are 8-bit values

Each C dependson A and B, whose

indicesadd up to i

Shaded portions indicate

something that effects

neighbours

Effects of processing in
word-size is that bytes
of the boundaries of

words haveto result in
some sort of “carry”
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The Pattern Emerges

C,=AB, & OXFF
C, = ((A,B,&8) & OxFF) @ (A,B,& OxFF) ® (A,B, & OxFF)
C, = ((A,B,8) & OXFF) ® ((A,B,[8) & OXFF) ® (A;B,& OXFF) @ (A,B,& OXFF) ® (A,B & OXFF)

C, = (A,B,& OXFF)18) @ ((A,B,& OXFF)118) ® ((A,B,& OxFF))(18) ® (AB,& OXFF)
@ (A,B,& OXFF) @ (A,B,& OXFF) @ (A,B & OXFF)

C, = ((A,B, 78) & OXFF) @ ((A,B,[18) & OXFF) ® ((A,B,18) & OXFF) ® ((A,B,18) & OXFF)
® (A,B,& OXFF) ® (A,B,& OxFF) @ (A,B,& OXFF)

C. = ((A,B,18) & OXFF) & ((A,B, [18) & OxFF) ® ((A,B,(18) & OXFF)
® (AB.& OXFF) @ (A;B,& OxXFF)

Cs = ((A,B;18) & OXFF) @ (A;B,[18)& OxFF) @ (A,B,& OXFF)
C,=(A,B,8) & OXFF
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B-LUT

Algorithm 4 Basic Lookup Table Based GF(2™) Multiplication (B-LUT) TWe process 8 bits of the
Input: a,b < GF(2™) stored as array of machine words aiz) = A,_14,_ ... 4y and inputs at a time.
bir)=BsaBa... By

Ot put: .:'_'|:_1':| = .:1|:5-‘:| .Eu|:5-':| ]]1L'I"_113'I:5":I DThe number Of 8'b|t UnltS
L d [m/8],c+—0 present in the inputs a and b is
2 for b from0to2-d by 1 do .
3 je koearry 0 given as d. |
; for ['f“,”f_“d”;';';‘jh_»‘j'; jfm “1Output ¢ before reduction
6: if k mod 4 = 0 then would consist of 2-d bytes.
T Chpg — Crpg @ (mullut[( Ay = ((Fmod 4)8) 1 820c FF][(A 5 = :
EU 111-_-..:{ 433]].5;05-*!*’!*’]) & J‘[((I + 1) mod 4)8) & carry ' "IEach byte of the OUt_pUt IS
8: carry +— 0 calculated by performing
o olse .
10: Cuss = Cips @ (mullut[(A; 4 % ((I mod 4)8))&0xFF][{Apnq % lookups _Into the table mullut
, (1 mod 4B)KOZFF]) < (((-+5) mod 48 and adding (XOR) looked up
. ernd 1
12 if (((I+ i) mod 4)8 = 24) then values after they have been
13: carry «— carry & (mullut]{ 44 = (I mod 4)8))02FF][(4n 4 2= ghifted by necessary amou nts.
((j mod 4)8))0xFF|) = 8
14: end if 1The symbol & represents the
15: end if AT .
6 ond for bit-wise AND operation.
17 je—i-1
158: end for

19: return ofx) mod piz), e(z) = CamiCaz. .. Ca
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GF(2°) Multiply Using mullut

B1 B0
Al AD

AO-BO

AD-B1
A1-BO

A1-B1

(A1B1 << 16) & (A1-B0 << 8) & (AD-B1 << 8) @ A0-BO

Fig. 1. A 16 by 16 Multiply Using mullut
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F-LUT

Algorithm 5 Fast Lookup Table Based GF(2™) Multiplication {F-LUT
Input: a. b = GF(2™) stored as array of machine words a(r) = A,_14,_,... 45 and
biz) = Ba_y Bs_z ... By and mullut[256] [256]
Output: ofx) = aiz) - b r) mod p(x)
1: carry «— 0,carryl — O.carry2 — 0,h — D.re:raps[?sﬂ] is an array of machine
words of size w each.

2: for ¢ from 0 to 25— 1 do

3 iy —10

4 je—i

5 for k from 0 to § do

6 if &« sandj < s then

T carry «—

8t temps[2h] — Ap - By[0] and temps[2h + 1] +— Ap - By[1]

o Cy — Oy @ temps[2h] @ carryl
Li; carryl — 0
11: carry? «— carry2 & temps[2h + 1]
12: h—h 41
}j ":.'ﬂ"j i_f | Table 2. Number of Operations for Base Case of GF(2%*) multiply using mullut
e J—1-
L5: end for XOR[AND|SHIFTS[Table Lookups
16: carryl — carry2 Xgp | Ap Sp Ty
15: end for

190 Cosg +— Asy - Bay[l]
20 return o x) mod pix), eiz) = C, 10, ... Ty
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Comparison with Other Techniques

Table 3. Number of Word Lewvel Operations Required for Different F (2™ Multipli-

cation Techniques

Method HOR= Shifts ANDs|Table Lookups
Shift-Add 3 -w-as” 4-w-8 +w-s 0 0
Shift-Add with|4 - = & 4 3-2%. w86 = PRI L o TR S LAY By 2-= g2
Window Size w

Basic LUT 247 5 2 1047 =

Fast LUT X st Spat A ps® Ths®

Table 4. Number of Word Level Operations Required for Various Binary Finite Fields
Multiplication Techniques for m = 163 (w = 32 hits)

Technique XOR([Shift[AND |Table Lookups
shift and Add 3456 (4500 0 0

sShift and Add with Window w = 2| 2448 [3744| 96 1152
shift and Add with Window w = 4 2448 (3312 48 5T6
B-LUT 662 |1654] 1103 541
F-LUT 634 | TO2 | 288 576
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Multiplier Performance Data

Table 5. Timings (in p sec) for Different Finite Field Multiplication Methods ( Pentium

IV 2.0 GHz with 512 kB L2 Cache)

m |Shift-Add|Shift-Add|Shift-Add|Shift-Add|Comb| KA |B-LUT|F-LUT
(u=2) | (u=4) | (u=28)
113 5.7 2.4 5.9 167 7.4 |13.1| 94 1.4
131 9.9 2.8 7.9 215 14.8 {46.1| 11.7 1.7
163 13.6 3.6 9.1 238 23.7 [H2.1] 17.2 2.4
193 17.3 4.9 10.2 253 33.1 [5T7.1] 24.6 3.6
2230 22.0 6.2 11.3 267 no.1 [60.1] 33.3 4.5
2831 29.0 2.0 13.5 322 T3.0 | 204 47.2 6.4
4091 98.1 20.8 32.9 713 511 | 449 95.6 12.7
hTl 141 30.5 35.9 TH6 1004 1585 150 24.3
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lmpact on ECC Performance

Table 7. Timings (in msec) for Elliptic Curve Sealar Multiplication Using Afhine Co-
ordinates Except as Noted (Pentium [V 2.0 GHz with 512 kB L2 Cache)

m | Curve | Shift and Add | Shift and Add | F-LUT F-LUT
(u =2) and EEA|(u = 2) and FLT|and FLT| Projective
[nversion [nversion [nversion|Coordinates
113|sect113rl 6.9 4.3 2.9 2.5
131|sect131rl 12.6 6.6 h.3 4.1
163|sect163r] 20.8 11.0 5.9 6.6
193|sect193r1 34.8 19.3 16.5 13.3
233 |sect233r1 49.5 27.3 22.2 14.9
283 |sect283rl 83.7 48.7 41.8 27.8
H71|secthT1rl 746 445 382 248
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Conclusions and Future Work

m We presented:

e Two new algorithmsfor GF(2™) multiplication using L ookup
Table and results of an implementation of thenew LUT
based finite field multiplication techniques.

e We provided theresults of our ECC implementation showing
performance impact of our new GF(2™) multiplication
technique.

m Futureideas:

e Combine Karatsuba' s algorithm with our LUT based
technigueto cut down the base number of XORs, Shiftsand
Table Lookups.

e Wealso intend to explore more efficient EC scalar
multiplication techniques and use of our multiplication
technigue for HECC.
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